
Cyber Security Solutions 
Empowering SMBs to achieve SMB1001 Gold and Diamond alignment 

We don’t worry about what keeps you up at night. 

We worry about what should keep you up at night. 

Introduction 
Evolve Technologies is dedicated to helping small and medium businesses (SMBs) across 
Australia thrive in a rapidly evolving digital landscape. Our new cybersecurity solution 
options are designed with your business' unique needs in mind, enabling you on your 
pathway to achieve alignment with the SMB1001 Gold and Diamond standards with 
confidence. Backed by industry expertise, our tailored plans offer robust protection, 
compliance, and peace of mind - so you can focus on what matters most: growing your 
business. 

Why Framework Alignment Matters 
SMB1001 Gold and Diamond are leading cybersecurity frameworks that set the benchmark 
for best practices in protecting Australian businesses. Aligning with these frameworks not 
only helps safeguard sensitive data and operations but also demonstrates your 
commitment to cyber resilience to partners, clients, and insurers. 

• Boosts Trust: Clients and partners are reassured by your proactive approach to 
security. 

• Meets Legal Requirements: Ensures compliance with regulatory standards and 
industry expectations. 

• Reduces Risk: Minimises the likelihood of costly breaches and downtime. 
• Unlocks Insurance Savings: Aligned businesses often qualify for reduced cyber 

insurance premiums. 

Plan Overview 
Choose between two comprehensive cyber security packages tailored for SMBs seeking 
Gold or Diamond alignment: 

• Option 1: Gold Alignment – Foundational protection with advanced tools, perfect for 
businesses starting their cyber security journey. From $104.45/user/month. 

• Option 2: Diamond Alignment – Enhanced coverage including penetration testing 
and external MDR integrations for businesses requiring the highest standard. From 
$149.09/user/month. 



Comparison Table: Gold vs Diamond Alignment Plans* 
Feature Option 1: Gold Option 2: Diamond 
MDR Endpoint Protection ✔ ✔ 
M365 Defender Suite 
(Business Premium) 

✔ ✔ 

Cloud/SaaS Detection & 
Response Platform 

✔ ✔ 

DMARC Protection (All 
Company Domains) 

✔ ✔ 

Password Management ✔ ✔ 
Vulnerability Scans (All 
External IPs) 

✔ ✔ 

Advanced Vulnerability 
Scans (External & Internal) 

– ✔ 

Penetration Testing – ✔ 
External MDR Integrations 
(e.g. Cisco Duo, UniFi, 
Veeam, FortiGate, 
Mimecast, AWS) 

– ✔ (2 included) 

Price (per user/month) $104.45 $149.09 

*both plans require Microsoft 365 Business Premium and 365 backups which are already offered in our standard MSP plans. 

All plans include all service and subscription fees for cybersecurity work. 

 
Bronze and Silver plans can be achieved with our standard MSP Service offerings. Gold and 
above require our cybersecurity offerings to further secure your business against modern 
day threats. 



Why Each Inclusion Matters for SMBs 
• MDR Endpoint Protection: Stops threats before they cause harm, protecting devices 

your team relies on every day. MDR is backed by a 24/7 team that is always looking 
at your threat status and reacting when you’re asleep or away. 

• M365 Defender Suite: Defends your email, apps, and cloud data from phishing and 
ransomware attacks, ensuring business continuity. 

• Cloud/SaaS Detection & Response: Monitors cloud applications for suspicious 
activity, securing critical business data wherever it lives. 

• DMARC Protection: Prevents email spoofing and phishing by authenticating 
company emails, safeguarding your reputation. 

• Password Management: Encourages strong, unique passwords across your 
organisation, reducing the risk of breaches from compromised credentials. 

• Vulnerability Scans (External): Regularly checks your digital perimeter for 
weaknesses hackers might exploit, allowing for quick remediation. 

• Advanced Vulnerability Scans (External & Internal): (Diamond only) Identifies risks 
inside your network as well as outside, ensuring complete coverage. 

• Penetration Testing: (Diamond only) Simulates real-world attacks to uncover hidden 
vulnerabilities before criminals do. 

• External MDR Integrations: (Diamond only) Extends monitoring to leading third-party 
platforms, ensuring seamless protection for your full IT stack. Enable integration 
across your other 3rd party security solutions enables a complete protection 
approach. 

Cyber Insurance Savings 
Aligning your business with SMB1001 Gold or Diamond frameworks and implementing 
advanced security measures can lower your risk profile, making you eligible for reduced 
cyber insurance premiums. Insurers reward businesses that demonstrate robust 
protection and compliance, translating to real savings and added confidence. 

Ready to Evolve Your Security? 
Take the next step towards worry-free business operations. Contact Evolve Technologies 
for a personalised consultation and find out which solution is right for you. 

• Phone: 07 5571 2344 
• Email: cyber@evolvetech.com.au 
• Web: evolvetech.com.au 

Our team is here to help you unlock all the benefits of robust cyber security. Let’s keep your 
business secure, resilient, and ready for the future. 

mailto:cyber@evolvetech.com.au
https://evolvetech.com.au/
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